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Abstract

The objective of this study is to examine the factors influencing behavioral information security policy
compliance in employee. This research is quantitative research. The study was collected from 229 Thai
participants, who was an employee in organizations with information security policy including both
government and private sectors. Data was gathered by printed and online questionnaires. According to the
results, this research found that factors - perceived threat, self-efficacy, subjective norms, attitude towards
compliance with policy, perceived accountability and security awareness - are directly affect to the intention to
information security policy compliance and also indirectly affects to security behavior. If participants intend to
follow and aware of the security policy, they will conform to the information security behavior. In addition,
participants perceived threat after they had prior experience with safety hazard. However, the results show
that reward and perceived of constraint by punishment do not affect to the intention security policy
compliance. The reason could be that participants interpreted rewards and punishment as a tool used to
control behavior. Thus, the participants feel opposed and do not need to follow the information security policy
compliance. This research introduces who involved or make environment to maintain information security can

be implemented to control employees’ behaviors under proper information security practice.

Keywords: Behavioral information security policy compliance, Security awareness, Intention to compliance

policy
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