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Abstract

An increasingly trend of many organizations nowadays is allowing employees to bring personal mobile
devices into organizational workspaces, meanwhile those organizations have realized that, the employees are
also a weakest link of information security. The employees often lack the information security awareness,
especially when surfing social medias thru their smartphones. Consequencely, the organizational information,
including sensitive data or even employee’s profiles, can be disclosure by unintention. The cost can be effect to a
privacy of individuals, the reliability and reputation of organizations, and eventually lossing of competitive
opportunity. Therefore, the organizations would realize factors to encourage their employees to comply with the
information security policy rigorously.

This work studies the factors by questionaires in order to collect employee’s opinion, and then process the
collected data by SPSS program. The poll is collected from 447 Thai participants, who work for various
organizations including both government and private sectors. According to the results, we found the factors -
attitude towards behaviour, social influence, self-efficacy, and information security awareness - have positive
significants to the intention to comply with organizational information security policy, when employees surf social
medias thru personal smartphones in organizational workspaces.

By the results, despite the information security awareness positively related to intention to comply with the
information security policy, we found that, the employee’s attitude is a partial mediator for explaining the relation

between the information security awareness and the intention to comply with information security policy.

Keywords: Compliance, Security, Smartphone Devices
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